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Abstract

This study aims to evaluate the digital literacy and cybersecurity awareness of K12 students based on teachers’ views. The research
adopts a qualitative design, and data were collected through semi-structured interviews with 15 teachers working at primary,
secondary, and high school levels. The data are analysed by descriptive analysis method. Through the teachers' evaluations, various
findings were obtained regarding students’ skills to accessing, understanding, interpreting, producing, and using the information and
awareness of cybersecurity. In conclusion, this study emphasises the need for systematic educational programs to enable students to
use digital tools consciously, securely, and productively and the need for increased support for the teachers’ professional development.
It is also concluded that critical thinking, information verification, and creative problem-solving, as core components of digital literacy,
should be included more in curricula. These findings point to the importance of a comprehensive educational reform to improve
students' digital literacy and cybersecurity skills.
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1. INTRODUCTION

The necessity of integrating technology into education is a widely accepted idea in the field of educational
science (Xie & Lavonen, 2024). Moreover, when the related literature is examined, there are many studies
showing that the integration of technology into education and its use in the teaching-learning process
increases students' academic achievement and motivation, positively affects their attitudes towards learning,
supports the development of students' problem solving and collaborative learning skills, and provides teachers
with more time to guide their students (Zeighner, 2020).

When evaluated in the context of digital literacy, the student's ability to recognize digital information,
access information and understand digital communication means that the student is digitally literate at the
awareness level (Leowus, 2016). At this point, students are asked to realize the integrity between concepts
and to express this relationship. A student who is literate at the functionality level in digital literacy is expected
to exhibit behaviours such as creating content for digital environments, understanding digital information, and
acting in accordance with the rights of others in digital environments. The last stage, the level of agency, is
defined as the ability to collect and synthesize information, to choose among alternatives, and to ensure the
sustainability of agency. At this level, the student has reached a level where they can calculate the
consequences of their actions and evaluate their impact. By feeling responsible, students can sustain their
behaviour. A student who has reached the level of agency in digital literacy is expected to be able to take e-
safety measures, use digital tools for their intended purpose, think critically, communicate, and share their
feelings and thoughts using digital information. This feature of the agency level is not a level that includes only
actions. The student evaluates his/her behaviours.

Current studies generally focus on artificial intelligence, digital competencies, the incorporation of virtual
artificial intelligence robots into educational processes and the evolving digital learning environments (Yoo,
2019; Touretzky, Gardner-McCune, Martin, Seehorn 2019; Steinbauer, Kandlhofer, Chklovski Heintz, Koenig
2021; Prahani, Rizki, Jatmiko, Suprapto & Amelia, 2022; Adigiizel, 2023; Bittencourt, Chalco, Santos,
Fernandes, Silva, Batista, Hutz, Isotani, 2024; Wang, 2024). In the process of digitalization in education, it is of
great importance to implement different learning environments, processes and methods to create behaviours
specific to individuals. The aim of this study is to determine students' digital literacy and e-safety skills
according to teachers' views. The research seeks answers to the following sub-problems.

1. How do teachers evaluate their students' ability to access, understand, interpret, use and produce
information in digital environments?

2. How do teachers define their students' privacy in the digital environment, their digital security
awareness, the security threats they face, and what measures do they take against these threats?

2. METHOD AND MATERIALS

2.1. Research Model

This study was designed and implemented with a case study approach from qualitative paradigm methods.
Case studies are methods in which one or more events, environments, programs, social groups or
interconnected systems are examined in depth (Cresswell, 2007). In this study, it is thought that it is suitable
for a case study since it is tried to understand students' digital literacy, digital privacy and e-safety, and skills
of using digital tools appropriately according to the views of teachers.
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2.2. Participants

The study group of the research consists of 15 teachers working in primary, secondary and high schools in
a city located in the central region of Turkey, where mostly children from families with middle and lower socio-
economic and socio-cultural levels, in the 2024-2025 academic year. The participants in the study were
determined by maximum diversity sampling method, one of the random sampling methods. With this method,
it is aimed to provide the maximum difference regarding the phenomenon examined by using one or more
criteria (Cohen, Manion &Marrison, 2021). Digital elements are used by people at all school levels, different
branches, different genders and different age ranges. For this reason, maximum diversity was tried to be
created by ensuring the participation of teachers from primary, secondary and high school levels, different
branches, different genders and different age ranges in the sample of the research. Table 1 shows the
demographic information of the teachers who participated in the study.

Table 1.
Demographic Information of Participants
Participant Gender Branch Seniority

T1 Female Social Studies 17
T2 Male Classroom Teacher 21
T3 Female School Counseller 6
T4 Male Turkish 9
T5 Male Classroom Teacher 16
T6 Female ICT Teacher 14
T7 Female Turkish 17
T8 Male Classroom Teacher 16
T9 Female Classroom Teacher 16
T10 Male Turkish 21
T11 Female Turkish Literature 13
T12 Female Physics 16
T13 Female Math’s 12
T14 Male Biology 15
T15 Male Technology Design 28

2.3. Instruments

Qualitative data was collected in the study. A semi-structured interview form was developed by researchers
to collect data. Semi-structured interviews are organized around predetermined open-ended questions, and
other questions are added as they arise during the interview (Cohen, Manion & Morrison, 2021). In the
interviews, an interview form was used to understand teachers' thoughts on digital literacy and e-safety issues.
This interview form was submitted to an expert opinion for the evaluation of content validity after the relevant
literature review. Both experts’ field of study is curriculum and instruction and both have been involved in pre-
service teacher training in this field. The interview forms were organized in line with the expert opinions, pilot
interviews were conducted with two teachers and then reorganized and made ready for implementation. In
addition, some probe questions were added to the interview form after the review after each interview. For
framing the questions in semi-structured interviews, probe questions should also be considered (Cohen,
Manion & Morrison, 2021). The first part of the interview form included questions about the demographic
information of the teachers, the second part included 10 questions about the research objectives and various
probing questions related to these questions.
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2.4. Data Collection Procedure

Qualitative data analysis consists of three successive phases: data representation, data reduction, and
presentation and validation of results (Baltaci, 2017). Descriptive analysis method was adopted in this study.
Descriptive analysis is a qualitative data analysis type that involves summarizing and interpreting the data
collected with various data collection techniques according to predetermined themes. In this type of analysis,
the researcher may frequently use direct quotations to effectively reflect the views of the participants in the
research. (Yildinm & Simsek, 2013). Descriptive analysis takes place in four stages. In the first stage, the
researcher creates a framework for data analysis based on the research questions, the conceptual framework
of the research or the dimensions of the interviews and observations. Thus, it is determined under which
themes the data will be organized and presented. Then, the researcher reads and organizes the data based on
the framework he/she has previously created. In this process, it is important to bring the data together in a
meaningful and logical way. After this stage, the researcher identifies the data he/she has organized. At the
end of this process, the researcher explains, relates and makes sense of the findings. At this stage, the
researcher also explains the cause-and-effect relationships between the findings in order to further strengthen
his/her interpretations and makes comparisons between different cases if needed (Yildirim & Simsek, 2013).

During the research process, the data recorded with a voice recorder were listened to one by one by the
first researcher. These data were then converted into written documents through the Microsoft Word
program. The written data were confirmed by five participants in order to increase reliability in the study. The
researcher then read these documents line by line and created codes on the right side of the paper in order
to make meaningful wholes. The coding used in the research were tried to be created in accordance with the
relevant literature and interview findings. After the coding of all participants was completed, the codes were
reviewed once again and the participant responses in the interview form were re-examined. After the coding
was completed, an attempt was made to create themes that could explain the codes at a general level. For
this purpose, the codes were first analysed by bringing them together and the relationships between them
were tried to be found. The main purpose of descriptive analysis is to present the findings obtained at the end
of the interview to the reader in a summarized and interpreted form. To support the results obtained, one-to-
one quotations from the teachers' opinions were included.

3. Findings

This study aims to understand teachers' thoughts about digital literacy and e-safety. The data obtained
through the interview method, descriptions and statements of the participants are given in direct quotations.
Participants were coded as given in Table 1 in accordance with confidentiality principles. The findings obtained
as a result of descriptive analysis are reported in tables around themes and sub-themes.

3.1. Findings Related to Teachers' Skills of Accessing, Understanding, Interpreting, Using and Producing
Information in Digital Environments

Sub-themes and codes are given in Table 2 and participant sentences are given after Table 2.

Table 2.

Codes for the Skills of Accessing, Understanding, Interpreting, Using and Producing Information
Access to Sources Difficulties Understanding Production
Information and interpreting

information
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Widespread Search Distinguishing Limited Copying
Easy Engines Verification Inadequate Free-Loading
Adequate Artificial Relating to Life Weak Weak
Inadequate intelligence

3.1.1 Access to Information

Participants stated that it is common among students to access information easily in digital environments
and that they can access information sufficiently. Only one of the teachers participating in the study evaluated
their students' ability to access information in digital environments as inadequate.

Since access to information is very easy nowadays, their opportunities have improved, | think they access
information more easily. (T2).

In the current society, it is not difficult at all in the current age because children can use the internet very
comfortably. (T4).

Since | teach fourth graders, they are more competent in this subject than primary one, two and three.
When | give them research assignments, they access information without any problems. | find them competent
in this regard (T8).

Frankly, | don't think these skills are completely good. | mean, | think that children have concerns about
accessing information (T3).

3.1.2. Sources

The common opinion of the teachers participating in the research is that students benefit from search
engines in the process of accessing information in digital environments. Three teachers stated that their
students also benefit from artificial intelligence applications.

and they use search engines like Google a lot. Artificial intelligence, as you know, is a very advanced
technology, they can utilize the information they want in a very good way, whether it is for presentations or
homework assignments. (T2)

They often use artificial intelligence products and search engines like Google a lot. Artificial intelligence, as
you know, is a very advanced technology, they can utilize the information they want in a very good way,
whether in terms of presentations or homework. (T4).

3.1.3. Difficulties

Teachers have the most difficulties in the process of students' accessing information in digital spaces at the
verification and discrimination stage. Teachers state that students do not feel the need to verify the
information they access easily from a different source, and that the idea that the information they see on the
internet reflects the truth is common among students. In addition, students are unable to distinguish the scope
of the information they obtain from digital media.

They don't know much about what and how to research. They are unable to go into the details of the
subject, they write superficial subject names and accept the first information they come across as the right
information, and this is usually the biggest problem we face. (T1)

Now, we say that the internet is an information dump, that not all information is correct, that anyone can
enter information there, and that among these people, people with malicious intentions deliberately enter
false information. In the social studies lesson, we convey that they can access the most reliable information
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from government websites with the extension .gov and that they should not accept the information they learn
from one source, i.e. from one website, as true, but that they should confirm it from at least a few more
sources. But we don't measure it by any means (T7).

3.1.4 Understanding and Interpreting Information
Teachers negatively evaluate their students' ability to understand and interpret information. In addition,
teachers think that students are inadequate in understanding and interpreting information and exhibit
behaviours in a limited scope.
Understanding and interpretation skills, in other words, | think they are weak in this as |
have seen in my own class.. Either they accept it immediately, they accept or reject this first
finding without testing its veracity. Sometimes they refuse to access it, so they have difficulties
in accessing the right information because they have weak comprehension and interpretation
skills. If only they had the ability to interpret, if only they had the ability to weigh it, they could
reach it more easily. (T3)
Here, understanding and interpretation is generally what | see as follows: 10% of the class
I attend have the skills to do this, and the remaining ninety percent bring it directly to us on
digital platforms or by using technology. (T2)
In other words, as | just said, children of our generation now have difficulty in understanding
and interpreting not only from digital media but also because we have difficulty in understanding
what they normally read.(T10)

3.1.5 Production

Under the heading of producing, teachers think that their students are very weak in exhibiting productive
skills by using the information they access from digital environments. Teachers state that students are
inadequate in terms of producing, that they usually go to the method of directly copying the information they
obtain from digital media, and that as a result, a great deal of free-loading behaviour develops among
students.

I don't see any productivity. | think they just paste the first information they find, they don't
make any comparisons, they don't make any interpretations. (T7)

Unfortunately, they are also incompetent in this regard. They mainly use it for
entertainment purposes anyway. Since they don't use the internet much in terms of acquiring
culture and information, they don't bother themselves too much. (T6)

However, not all students are very active in producing knowledge, but rather they use
digital environments to consume and use knowledge. (T10)

3.2. Findings on Teachers' Digital Privacy in Digital Environment, E-Security Awareness, Identification
of Security Threats Encountered and Precautions Taken Against These Threats
Sub-themes and codes are given in Table 3 and participant sentences are given after Table 3.

Table 3.

Codes for Digital Literacy and Cyber Security Skills

Considerations Trainings Suggestions Treats Precautions
No Sharing on Net Informing Using Under Phishing Protection of
Awareness Activities in control Cyberbullying  Confidentiality

Raising the Spending not Blackmail of Personal

Counselling Curriculum Too Much Time Information

Relating to Life
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Supporting with Mentioning in
In-Class Activities the lesson

3.2.1. Considerations
Under the heading of what teachers pay attention to, teachers frequently repeated the view that they do
not share any data or images of their students on digital media in order to ensure the importance of their
students' digital privacy and e-safety. However, it is understood that teachers include in-class activities and
frequent counseling services in order to raise awareness of the negative consequences of the widespread use
of the digital world among children.
| try to pass on my own precautions to children. (T3)
When we ask or tell our students about the concept of privacy, they often turn to us and
say, “What is this, teacher?” This is really upsetting, and we constantly talk about it in lessons
to combat this. (T2)
I mean, we inform them about this, but | don't think they pay much attention to what we
say.. (T4)

3.2.2. Trainings
Teachers were asked whether they provided any training for their students in order to ensure their safety
in digital environments. In this section, all of the teachers stated that they provided information to their
students in the course rather than a special training, and the participants who were information technologies
and technology design course teachers said that they mentioned it as a course activity because it was included
in their curriculum.
Yes, since the feature of our course is to use technology, we definitely cover safe internet
environment and safe e-digital systems in the first 2 weeks at the beginning of the year. | think |
have shared this information with the classes | teach a lot.. (T6)

3.2.3. Suggestions

The teachers who participated in the research stated that they suggested to their students that their use
of digital privacy and e-safety issues should be within a certain control framework and time limitations.

We even try to inform them not to own a smartphone until they finish middle school, if possible. But
unfortunately, parents are not enough in this regard. Parents' control is very limited. Since students are
not aware of the situation, some of them may have unlimited usage rights. (T9)

3.2.4. Treats
The teachers who participated in the research stated that students are most exposed to threats such as
cyberbullying, phishing and blackmail in digital environments.
The biggest security threats are, of course, now that the virtual digital environment is a very
large environment, there can be malicious software. Here are the environments where identity
theft can occur. (T5)

3.2.5. Precautions

Teachers state that in order to ensure the safety of students in digital environments, personal
information must be kept confidential, and for this reason, they do not share any information about their
students in any digital media. In addition, they state that issues related to digital privacy and e-safety are
mentioned in the form of information in in-class activities.
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Except informing, | mean, there is nothing different, | mean, the process is going on by just
raising awareness about this issue in my children, you know, by talking and informing them. (T15)

5. Conclusion, Discussion and Recommendations

Teachers think that students do not have any problems in accessing information. In particular, the intensive
use of search engines accelerates students' access to information. Hobbs (2010), Erwin & Mohammed (2022),
Budiman & Syafrony (2023), Habib, Buditjahjanto & Rijanto (2024in their studies, they state that students
accessed information quickly and more comprehensively, especially through search engines, which facilitate
access to information. However, the fact that few students use Al-based applications indicates that such
technologies have not yet found widespread use among students. Elgicek (2024) in his study, He emphasized
the importance of studies to improve the use of artificial intelligence since students have limited access to
artificial intelligence applications and this technology has not yet been used efficiently. However, teachers
found that students were inadequate in terms of knowledge verification and discrimination skills. Dogusoy &
imer (2019) in their study, they stated that students' lack of a critical approach to digital content makes them
vulnerable to misinformation spread on the internet. This reveals that not only access to digital tools is not
enough, but also the conscious and responsible use of these tools should be taught.

The research shows that students' capacity to make sense of the information they obtain from digital
sources and analyse it in depth is limited. It is thought that this situation may be related not only to the
information density of students in digital environments, but also to the inadequacy of digital literacy practices
in the education system. Erwin & Mohammed (2022), Jung, Choi & Fanguy (2024) and Rohmanurmeta, Susilo
Zainuddin & Hadi (2024) in their studies, they emphasize the importance of developing digital literacy skills in
order to improve students' ability to make sense of and interpret the information they access in digital media.
Teachers assess students' ability to be productive with digital tools and use information creatively as largely
inadequate. The results of the research reveal that the “copy-paste” method is common among students and
that this encourages a passive attitude towards knowledge. Getenet, Cantle, Radmont & Albion (2024) in their
study, they state that students' digital skills should be assessed not only by the acquisition of knowledge, but
also by the innovative and ethical use of that knowledge. This deficiency, Alajmi (2022) states that digital
literacy skills are not limited to technical knowledge, but also include critical thinking, ethical consciousness
and creative productivity.

According to teachers' assessments, students often face threats such as cyberbullying, phishing and
blackmail in digital environments. This situation reveals that students' awareness and defence skills against
digital threats are limited. Senadheera, Rupasinghe & Ediriweera (2024) in their study, they draw attention to
the lack of guidance on how students should behave when faced with such threats. Theachers state that
teachers take various measures to ensure the safety of their students. Kapucu, Ozcan & Ozyer (2021) in their
study, they state that not sharing personal information, protecting digital privacy and teaching security
awareness through in-class activities are among the measures teachers take to protect their students' digital
privacy. This shows that teachers are committed to ethical rules in digital environments and embrace the
responsibility to ensure students' digital safety. However, teachers rated students' awareness of how to
protect their own digital privacy as limited. List (2019 emphasised that, emphasizes that although today's
students are called digital natives, they are unaware of the dangers of the digital world. For this reason, it
suggests that there is a need for more comprehensive training in this field.

Teachers' evaluations show that students often use digital tools for entertainment and consumption
purposes, and that their educational and productive use skills are insufficient. Lack of awareness on digital
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privacy and e-safety issues leaves students vulnerable to cyber threats, while inadequacies in technical
infrastructure and device access stand out as the main factors preventing the development of digital skills.
These findings clearly demonstrate the need for systematic training programs and technical support
mechanisms to enable students to use digital tools in a conscious, safe and productive manner.
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